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Welcome!!
What is a Security Assessment and Do 

You Need one?

Thank you everyone for attending the 
fourth installment in a series of webinars 
we’ll be conducting over the next couple 
of months designed to provide additional 

details and insights into today’s hot IT 
related topics. 
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Why would they pick on the small guy?

What is a security assessment?

Let’s keep you regular

Why a regular security assessment is important?

Steps to success

Components of a security assessment…
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Security assessments are periodic exercises that test your organization's security 
preparedness. They include checks for vulnerabilities in your IT systems and
business processes, as well as recommending steps to lower the risk of future
attacks.

How prepared is your organization?

What is a security assessment?01
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Strictly relying on anti-virus, firewalls, and a hope & a prayer will not be enough

It’s only a matter of time before your company may fall victim to a data breach
that can put your organization, or your customers’, at risk of identity theft, data
loss, property theft, intellectual property theft and potentially many other forms
of professional and personal loss…

…and your business may be left to pick up the pieces and bear the cost
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To mitigate the risk of a cyberattack, you must build a culture of information
security in your organization…

• 62% percent of cyberattacks target small and medium businesses
• 60% of small & medium businesses conducted a security assessment after a
• breach
• The average costs of a data breach for small and medium businesses is

between $35,000 and $50,000

You may have the best security software installed in your organization, but a
determined hacker or a careless employee is all it takes to bring the whole
system down. Technology is a piece of the solution, but it’s not the sole
solution…
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Why a regular security assessment is important?02
Security breaches are extremely costly, and installing a security solution alone is 
not enough to stop them

A security assessment will help you identify risky behavior of employees and take 
actions to better train them, in addition to testing your IT systems for
vulnerabilities.

• You’re on the cloud
• To ensure compliance with regulatory bodies
• To keep up with new threats
• To detect security breaches

More than 90% of the breaches that happened in 2018 were the result of
human error…
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Why a regular security assessment is important?02.1

The cost of protection must be weighed against the cost of a potential breach

Many businesses will enlist the services of a third party to conduct a
security assessment because they do not have the necessary experience or
Internal knowledge of IT security.
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Components of a security assessment03

How to conduct a security assessment thoroughly and effectively

Many businesses do not conduct security assessments, either because they
believe it to be costly, or because they are not familiar with the process for
carrying out an assessment.

Security testing tools like:
• Cyberattack simulation tests
• Security scanning
• Vulnerability scanning
• Survey employees to identify weaknesses

Conducting regular security assessments is the first step to building a culture of
security and constant vigilance, and it starts with your employees and 
management.

Security
Assessment



Components of a security assessment03.1

Here are seven steps to preparing for and conducting an internal security review:

1. Create a core assessment team
2. Review existing security policies
3. Create a database of IT assets
4. Understand threats and vulnerabilities
5. Estimate the impact
6. Determine the likelihood
7. Plan the controls
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Components of a security assessment03.2

Below is an example of a risk matrix to assess your security posture
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Components of a security assessment03.3

Once you complete your risk matrix, your next steps should be:

• Prepare a report that summarizes your findings
• Take steps to implement the needed actions
• Continually reassess and educate

Security
Assessment



Thank you
We will be sending you a 

link to the webinar 
recording and some 
follow-up information 

shortly
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